
A Flexible API for State Transfer in the JavaGroups Toolkit

Bela Ban

Dept. of Computer S
ien
e

Cornell University

bba�
s.
ornell.edu

Abstra
t

When a group member needs to retrieve the group state, it usually soli
its it from one or

more of the existing members and sets its lo
al state a

ordingly. There are various 
riteria

for state transfer, su
h as pull or push, size of the state, blo
king or non-blo
king et
. We

will examine the di�erent 
riteria for state transfer, and present the API and proto
ol used

in JavaGroups [Ban, Ban98℄ to transfer state. We fo
us on how the API and implementation

provided 
an be 
ustomized to di�erent appli
ation needs.

1 Introdu
tion

This paper dis
usses state transfer in the 
ontext of pro
ess groups using the virtual syn
hrony

model. A pro
ess group is an entity whi
h pro
esses join for the purpose of ex
hanging messages.

In 
ontrast to one-to-one 
ommuni
ation usually en
ountered in distributed systems, groups o�er

one-to-many 
ommuni
ation, in whi
h a message sent to the group address
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is re
eived by all

members 
urrently in the group.

An important part of group 
ommuni
ation is membership management, that is keeping tra
k of

who's 
urrently in the group. Membership may be dynami
, e.g. new pro
esses 
an join a group

at any time, old members may leave, or 
rash
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, in whi
h 
ase they must be ex
luded from the

group by the membership servi
e.

Virtual syn
hrony o�ers a model in whi
h ea
h member has a list of members 
urrently in the

group (a view). Whenever the membership 
hanges, a new view is installed in all members. Views

are uniquely identi�ed by the issuer of the view and a sequen
e number. There is usually one

designated member that broad
asts new views (the 
oordinator). Every non-faulty group member

will re
eive the same sequen
e of views. At the 
ore of virtual syn
hrony is the guarantee that

(1) all members re
eive the same set of messages between 
onse
utive views and (2) a message

sent in view V1 will be re
eived in V1. Virtual syn
hrony does not make any guarantees about

the order of messages within views: to for example deliver all messages in the same order at all

re
eivers, one would have to employ another model (total order) in addition to virtual syn
hrony.

For a more detailed dis
ussion of pro
ess groups and virtual syn
hrony see [Bir96℄

Group 
ommuni
ation often involves members maintaining a shared state, where every member

has the same state, e.g. in a repli
ated dire
tory servi
e where every member maintains its

own lo
al 
opy of a dire
tory. Updates are sent to all members and applied in the same order,

modifying the lo
al states identi
ally. When a new member joins, it needs to obtain its initial


opy of the dire
tory from an existing member before it 
an be
ome operational.

3

1

Also 
alled broad
asting or multi
asting.

2

A 
rash will eventually be dete
ted by a failure dete
tor whi
h leads to ex
lusion of that pro
ess. The e�e
t

is the same as if that pro
ess left the group voluntarily.

3

When members are deterministi
, that is the same input 
auses the same behavior (without any external

stimuli) in all members, this approa
h is 
alled the state ma
hine approa
h [S
h86℄.
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It is also possible that, in some groups, only a few designated members maintain (share) the state

and syn
hronize state 
hanges among ea
h other, and the other members do not maintain any

state.

Depending on whether the state is shared among all members, or only among a small subset, a

new member joining the group may want to retrieve the state from an existing member, from

several members or from all the group members. The �rst 
ase would typi
ally be used when

all members share the state: in that 
ase, knowing that all member states are guaranteed to be

identi
al, the group state may be retrieved from just one member (e.g. the oldest). Conta
ting

more than one of the existing members may be used for se
urity reasons (e.g. no tampering

with the state by a single member) or to ensure, by 
omparison of multiple states, that the state

retrieved is 
orre
t. Retrieving the states of all members may be used when the member states

are disjun
t: this may be useful in a load-balan
ing appli
ation when a new member wants to

inform itself about the progress of the other workers in the group by looking at their states.

This paper dis
usses the various aspe
ts of state transfer and its 
onsequen
es on the design of a

state transfer API. As ea
h appli
ation has di�erent requirements on state transfer, we believe

that there 
annot be a single implementation that �ts all needs. However, we will argue that a)

di�erent implementations of a state transfer API 
an be hidden in proto
ol layers and b) di�erent

state transfer APIs 
an be o�ered by di�erent 
omponents (or obje
ts) layered on top of a simple

group 
ommuni
ation API.

We will start by looking at a (non-exhaustive) list of aspe
ts of state transfer, and derive from

it the requirements for a 
exible state transfer API. The design and implementation of the API

are then dis
ussed in the 
ontext of a Java based toolkit for reliable group 
ommuni
ation,

JavaGroups [Ban98℄.

2 Criteria for State Transfer

2.1 Roles

Parti
ipants of a state transfer 
an be divided into three 
ategories: (a) state requesters, (b)

state providers and (
) non-parti
ipants. State requesters are usually new members (
lients)

that need to a
quire the 
urrent group state to be
ome operational members. Non-operational

members (
lients) 
annot provide state yet. Operational members 
an 
hoose to provide state

or not. When they do, they are potential state providers (servers), and when they don't, they

are non-parti
ipants. The division between servers and non-parti
ipants is important be
ause

it permits operational members to ignore state transfer requests, therefore being able to serve

other tasks. The 
hoi
e whether to serve state requests or not should be re
e
ted in the API

and should be modi�able at runtime, therefore allowing a state-serving member to be
ome a

non-parti
ipant and vi
e versa. A possible setup may for example have a small subset of group

members that serve state requests (all state transfer requests have to be dire
ted to one or all

members of that subset) and { when one of them leaves or 
rashes { a non-parti
ipant would

be
ome state serving.

2.2 Sharing

The degree of state sharing depends on the type of appli
ation involved. In the state ma
hine

approa
h [S
h86℄, all members re
eive the same sequen
e of messages whi
h trigger the same

state transitions in all members. Members have to be deterministi
, i.e. their state transitions

depend solely on messages re
eived, and there may not be any sour
es of non-determinism, su
h

as threads, semaphores, shared memory or timers. As ea
h message advan
es the member states

in the same manner, all members have the same state.

When a new member joins a group 
onsisting of repli
ated servers, it will need to 
onta
t only a

single existing member to obtain the shared group state (typi
ally the oldest member). As soon

as it has integrated the state, it will be
ome a server and is able to pass its state on to others.
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At the other extreme of state sharing are groups without (or with minimal) shared state, e.g.

load balan
ing groups, where ea
h member works on a subset of the problem and maintains state

only for its spe
i�
 task. A 
oordinator typi
ally divides the problem spa
e and assigns ea
h

member a di�erent sli
e. Then it waits for 
ompletion of all tasks, re-assigning tasks to new (or

�nished) members if existing members 
rash, and 
ombines the partial results. In this 
ase, a

new member joining the group does not need to a
quire any shared group state, but will typi
ally

be assigned its initial state by the 
oordinator.

4

Between the two extremes of sharing all the state and sharing no state at all, there may be

groups that only share a minimal state, e.g. for 
oordination purposes, or groups where a subset

of the members share some state. In the latter 
ase, a me
hanism must be provided by the state

transfer API to obtain the state from a spe
i�
 member or a set of members (see 2.3).

If a pro
ess is member of multiple groups, the degree of sharing state may vary with ea
h group

(see 2.11).

2.3 One or Many State Providers

A state transfer API should provide fun
tions to retrieve state from a single member, or from a

set of members where the set may in
lude all group members.

With su
h a me
hanism, a new member may retrieve the initial state from a single member, e.g.

the oldest member, or from a number of group members, e.g. to make sure that the state is


orre
t by 
omparing the results and in
orporating the state of the majority. For example, if

3 members return states S2, S2 and S1 respe
tively (where the numbers signify state versions),

then the quorum state S2 would be assumed to be the most re
ent state.

5

The sele
tion of

members from whi
h to soli
it state may be highly appli
ation-spe
i�
, e.g. obtain state from

the fastest servers in the group, or from the 3 servers that provide state (whereas the rest of the

members don't).

2.4 Time

The time when state 
an be a
quired may vary. A group 
ommuni
ation toolkit may return

the 
urrent group state to the new member when it joins the group. A new member indi
ates

(by setting a 
ag in the JOIN request) whether it wishes to re
eive the 
urrent group state. If

set to true, the state is returned either as result of the JOIN request, as �rst message the new

member re
eives, or as part of the �rst view installed. Returning state with a view 
hange avoids

having to a

ount for messages sent during the state transfer: members typi
ally do not send

messages during view 
hanges anyway

6

, therefore this is an ideal time for state transfer (see 2.7

for a dis
ussion of blo
king vs. non-blo
king state transfer).

However, in some settings, it is the appli
ation rather than the toolkit that may want to spe
ify

the time of state transfer: one 
ould think of appli
ations that obtain the shared group state more

than on
e (repeatability), or 
ontrol members that regularly fet
h all member states, 
ompare

them and { if not all states are equal { initiate a state 
orre
tion proto
ol that installs the 
orre
t

state

7

in all members having in
orre
t state.

Separating state transfer from the JOIN API and making it an independent abstra
tion results

in greater 
exibility: a new group member may 
hoose to a
quire state when joining, and/or it

may do so at any time afterwards.

4

It is assumed here that when a member 
rashes, a new member will have to start work on a task from s
rat
h.

However, if it takes a long time to 
omplete a task, other s
hemes su
h as making the state persistent, or having

a ba
kup member whi
h is initialized to the same state, are possible. In this 
ase, state transfer would need to

be done from the primary worker to the ba
kup worker (
f. 2.10).

5

In 
ertain appli
ations where the member states always have to be the same, su
h a s
enario is regarded as

an error and may trigger a syn
hronization proto
ol to make all members agree on a new shared state.

6

E.g. after a FLUSH proto
ol [Bir96, 
h. 13.12.4℄ has been run.

7

Corre
tness e.g. based on quorum state.
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Duration of state transfer is also an important aspe
t: if a state transfer implementation involves

blo
king other group members, then a long duration (e.g. due to a large state) is detrimental to

group availability.

2.5 A
tive or Passive

There are essentially two ways of obtaining state: the appli
ation may a
tively pull the state

from one or more group members, or the group 
ommuni
ation toolkit may push the state to the

appli
ation when it sees �t. An example of the latter is when a network partition heals and a

group G1 is merged with another group G2: in su
h a 
ase, the toolkit has to sele
t (e.g. based

on state version numbers, or primary partition 
ags) the group whose state is the one to whi
h

the 
ombined group's state should be set. If it was G2, then all members of G1 would be updated

with G2's state by the group 
ommuni
ation toolkit. Another example of pulling vs. pushing

state is when a new member joins a group: adopting the pull-me
hanism, a new member would

retrieve the state from one or more members, whereas a push-me
hanism would involve a number

of existing members (possibly all) pushing their state to the new member as des
ribed in [Bir96,


h. 15.3.2℄. Note that the latter approa
h is redundant when all members share the same state

and may not s
ale well with group size.
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A pull-approa
h tends to give more 
exibility to the appli
ation, e.g. the time of state transfer 
an

be determined by the appli
ation, whereas a push-approa
h may sometimes be needed to update

members in
orporating an in
orre
t state (e.g. after merging network partitions). However, the

two approa
hes 
an be 
ombined: a member's state is updated whenever triggered by the toolkit,

and it in turn may a
tively retrieve the state whenever ne
essary.

2.6 Size of State

The size of the state to be transferred in
uen
es both the API and the implementation 
hosen

for state transfer.

A proto
ol implementation that requires blo
king (see 2.7) should avoid blo
king for a long time,

therefore it is more suitable for transfer of small state. An implementation that only blo
ks the

re
eiver of state with respe
t to all other members during state transfer is not sus
eptible to

blo
king for a long time, as the re
eiver is not yet a group member and providing any servi
e,

therefore it is more suitable for transferring larger state.

The 
hoi
e of API heavily depends on how a large state is transferred, for example large state

may be transferred in multiple messages, or it may be prefet
hed before joining a group and then

only the update state would be transferred, or members may rely entirely on external state, as

dis
ussed below.

2.6.1 Transfer in Multiple Pie
es

When a state is large, an appli
ation may de
ide to fet
h it in multiple pie
es, or a toolkit (in

the push-approa
h) may de
ide to push the state to the joiner in several steps. When a state

is transferred in multiple pie
es, the end of the transfer is typi
ally signalled, e.g. by a done()

message as des
ribed in [Maf95℄.

The main advantage of su
h a s
heme is that { if state transfer is performed over the same


ommuni
ation line as regular group 
ommuni
ation traÆ
 { the additional load 
an be kept

rather small, depending on the size and transmit interval of the individual pie
es.

2.6.2 Prefet
hing of State

When a state is large, a pro
ess wishing to join a group may prefet
h the bulk of the group

state either from existing member(s) or an external sour
e before joining the group and be
oming

8

Joining a large group may lead to message over
ow in the joiner due to the large number of state messages

sent to it by other members.
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operational. At some time after the pro
ess a
tually joined the group, an update proto
ol would

retrieve the remaining state, that is the state modi�
ations that were applied after retrieval of the

initial state. Thus, by performing the larger work of state transfer o�ine before joining a group,

a
quiring state when the member is online would require only a small amount of time, making

the new member operational qui
kly. See se
tion 3.4.4 for an example of an update proto
ol.

2.6.3 External Shared State

If shared state is too big to be transferred eÆ
iently (
logging up network bandwidth), then a

possibility is to store it externally, for example in a shared database. Thus, members would

not maintain their own state (or very minimal state), and all state-related a

ess would be

dire
ted towards the database. Sin
e updates to a database are serialized, all members would

always see the same state. However, having a 
ommon database means that every member may

potentially want to update the database (re
e
ting its state) after re
eiving a message, and {

sin
e all members re
eive the same message (in the state ma
hine approa
h) { they would all try

to apply the same modi�
ation to the database, whi
h is redundant. Therefore, sharing state

via an external sour
e typi
ally involves some kind of primary{ba
kup s
heme (
f. 2.10) where

the primary server updates the database, and ba
kup servers are only permitted to read from

the database (passive repli
ation). When the primary server 
rashes, a deterministi
 me
hanism

will make one of the ba
kup servers the new primary, without having to transfer state to it in

order to start work.

If shared group state is kept in a database, whi
h represents a single point of failure, su
h s
hemes

typi
ally involve a ba
kup database.

2.7 Blo
king vs. Non-Blo
king

State transfer may involve blo
king the involved members for a period of time, e.g. until the

state re
eiver has su

essfully integrated the group state. If messages were delivered to the group

while a state transfer was in progress, the re
eived state would already be stale and not re
e
t

the up-to-date group state. Therefore, s
hemes involving blo
king all members often allow state

to be transferred only with view 
hanges, i.e. at a time when the group is blo
ked anyway

(see [Vay98, Bir96, Maf95℄). Vaysburd for example des
ribes a proto
ol where a transfer view is

installed for a state transfer, followed by a regular view when the transfer is 
ompleted.

Blo
king all members during state transfers de
reases availability and may lead to slow response

times for larger group sizes. This is aggravated when a large state has to be transferred: the time

needed for the transfer is the time that all members are blo
ked. Therefore, blo
king of members

is more suitable where only small state is shared, or in situations where no state is shared at all,

for example load balan
ing, or state that is stored externally.

An alternative to blo
king all group members is blo
king the joiner: all messages sent to the

group are delivered at all members during a state transfer, ex
ept at the joining pro
ess whi
h

queues them until it has integrated the state (by obtaining the latter from a member). Then

it applies all queued messages to the state and from now on delivers all messages dire
tly. The

advantage is that only a single member is blo
ked, and sin
e it is not yet operational anyway

(be
ause it is not yet a real group member), it does not a�e
t the group servi
e as a whole

anyway. All other members are allowed to make progress, thus in
reasing the availability of the

group. This me
hanism is des
ribed in more detail in se
tion 3.3.

2.8 Con
urren
y

Multiple state transfers may be running 
on
urrently, initiated by di�erent members at almost

the same time. To dis
ern between di�erent states, they have to be tagged with state version

numbers. As proposed in [Vay98℄, a version might 
onsist of a major and a minor number. The

major number would be the view ID and the minor number the number of updates to that spe
i�
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state. The state version would have to be spe
i�ed in ea
h request in the state transfer proto
ol

implementation, but would not ne
essarily need to be re
e
ted in the API.

2.9 Transfer Medium

Transferring large state over the regular group 
hannel may adversely a�e
t throughput of regular

group messages. Therefore some appli
ations may want to open a separate 'out-of-band' 
hannel

to transfer large 
hunks of state without impairing regular messages. Su
h a 
hannel would be

used ex
lusively for state transfer. It might be 
reated at startup, or whenever state transfer is

needed.

2.10 Primary{Ba
kup Repli
ation and Snapshots

In primary-ba
kup repli
ation 
lients send all requests to a primary server whi
h in turn updates

a number of ba
kup servers (all in the same group). When the primary 
rashes or is shut down,

a ba
kup be
omes the new primary. There are various methods to keep the ba
kup servers

updated: a simple s
heme for example is one where the primary multi
asts all updates to all

members of the ba
kup group. A di�erent s
heme involves logging all updates at the primary to

stable storage and periodi
ally multi
asting snapshots to all ba
kup servers. In 
ase the primary


rashes, the log written by the primary after the last snapshot 
an be used to re
onstru
t the


urrent state. Yet another solution may have a designated ba
kup server periodi
ally soli
it the

state from the primary and { when re
eived { distribute it to all ba
kup servers. The latter is

an example of a 
ase where state is not transferred to a joining pro
ess, but to a member that

may have been operational for a long time.

In a snapshot approa
h, the transfer of state from the primary to the ba
kup servers should not

take a long time, as the primary will not respond to requests during that period. Therefore, a

non-blo
king state transfer proto
ol is preferred in situations involving long transfer times.

2.11 MultiGroups

Members of multiple groups must have a means to di�erentiate between states from di�erent

groups. In the provider role, a member soli
ited for its state must be able to return the state for

the 
orre
t group. By the same token, a re
eiver of state must be able to tell from whi
h group

the state was sent and initialize that state a

ordingly.

A multigroup appli
ation may 
hoose to use pull-style for some groups and push for others. Also,

sharing of state may vary between the di�erent groups of whi
h it is a member. Hen
e it is

mainly the responsibility of the appli
ation to 
oordinate multiple groups.

In addition to the issue of state transfer, multigroups fa
e a number of other problems su
h as

preserving 
ausal and total order for multigroup multi
asts, atomi
 broad
asts to multigroups

and multigroup membership management (e.g. how 
an a member join a number of groups at

on
e). As these issues are very 
omplex, in-depth treatment 
annot be given here. Instead, we

refer to [Bir96, 
h. 14.2℄ for details.

3 State Transfer in JavaGroups

This se
tion des
ribes the API and implementation of the default state transfer me
hanism pro-

vided by JavaGroups. As was dis
ussed previously, requirements on state transfer di�er, both

in terms of API and implementation. Therefore the task of providing a 
ommon API for all

di�erent needs is daunting. We adopt the view that there 
annot be a single API, 
overing all

di�erent aspe
ts. Hen
e, our approa
h is to provide a minimal API (integrated into a Java-

Groups 
hannel) and proto
ol implementation for state transfer. In 3.4, we will dis
uss how to

repla
e API, implementation, or both, to adapt to di�erent needs in 
ases where the default

API/implementation is not suÆ
ient. Thus, a solution is provided that is 
exible enough to be
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tailored to di�erent needs and yet provides a 
ertain base fun
tionality so that appli
ations don't

need to re-implement state transfer.

3.1 Ar
hite
ture of JavaGroups

The ar
hite
ture of JavaGroups is shown in �g. 1. At the top is a 
hannel, whi
h is a simple

so
ket-like group 
ommuni
ation endpoint. It has a lo
al address whi
h is atta
hed to every

message sent over it so that re
eivers may send replies, and a group address (usually a name)

indi
ating the group asso
iated with it. Appli
ations send messages via 
hannels to all or single

members (multi
ast/uni
ast), re
eive messages, re
eive noti�
ations when members join or leave

the group, get the membership and so on. A 
hannel is deliberately rather primitive so that it

�ts the needs of various appli
ations. More powerful abstra
tions 
an be pla
ed between it and

the appli
ation to provide more sophisti
ated fun
tionality.

Send Recv State

Application

GET_STATE

ProtocolStack

Channel GET_STATE_OK

QUEUE

GET_STATE GET_STATE_OK

STATE_TRANSFER

GMS

UDP

Figure 1: Ar
hite
ture of JavaGroups

The 
hannel is 
onne
ted to a proto
ol sta
k, the 
omposition of whi
h is de�ned by the appli-


ation when 
reating a 
hannel. The sta
k essentially 
onsists of a linked list of layers whi
h are


onne
ted bidire
tionally by two FIFO queues. Layers re
eive events (
lass Event) from their

neighboring layers, pro
ess them and possibly pass them on to the layer above/below. A spe
ial

event is a message (
lass Message). When the appli
ation sends a message, the proto
ol sta
k

wraps it in an event and passes it down the sta
k. Ea
h layer may modify, reorder, pass on

or dis
ard the event. The bottom layer sends messages to their destination(s). The di�eren
e

between messages and events is that events never leave the sta
k, whereas messages (wrapped in

events) are unwrapped by the bottom layer and put on the network. When a message is re
eived,

it is wrapped into an event and passed up the sta
k.

Ea
h layer may or may not respond to an event, i.e. handle it. Ea
h event has a type and an

argument. Depending on the type, a layer determines what to do with the event. The default is

to forward it to the next layer.

Layers that respond to 
ertain events may advertize this (e.g. STATE TRANSFER responds to

GET STATE). Layers that require that 
ertain layers above/below them respond to 
ertain events,

may advertize this too. When a sta
k is 
reated the proto
ol sta
k obje
t 
he
ks whether all

requirements are mat
hed. If this is not the 
ase, the sta
k will not be 
reated. For example,

layer STATE TRANSFER requires events START QUEUEING and STOP QUEUEING to be handled by
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some layer above it. It therefore advertizes this fa
t (not shown in the �gure). Sin
e layer QUEUE

advertizes that it handles these two events, sta
k 
reation is su

essful. It would fail if QUEUE

was missing.

9

In �g. 1, the state transfer API generates event GET STATE and expe
ts response event

GET STATE OK. It requires a layer below to respond to the former event and reply with the latter

to su

essfully perform state transfer. It does not need to know whi
h layer a
tually handles

the event, and how state transfer is implemented, it only needs to know the format of the state

transfer event and that some layer will take 
are of the rest. This loose 
oupling will allow us to

repla
e API and proto
ol implementation independently as dis
ussed in se
tion 3.4.

3.2 API

The API for state transfer is part of the Channel interfa
e [Ban98℄. A 
hannel 
an 
hoose whether

to serve state transfer requests by setting option GET STATE EVENTS to true/false (default is false).

When state transfer is disabled, the group state 
an be still re
eived as long as there are other

members serving state transfer requests.

The state 
an be requested by 
alling boolean GetState(Obje
t provider, long timeout) or

boolean GetStates(Ve
tor providers, long timeout). The former requests the state from

a single member (the oldest member if dest is null), whereas the latter retrieves multiple states

from a number of members de�ned in dests. If dests is null, the states of all members (ex
ept

the initiator) are returned.

GetState(s) returns true or false, depending on whether a valid state 
ould be retrieved. For

example, if a member is a singleton, then 
alling this method would always return false.
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After GetState(s) has been 
alled, one of the next Re
eive 
alls will return a SetStateEvent

obje
t 
ontaining the state(s) that the initiator of the state transfer requested.

A state provider (see 2.3) will re
eive a GetStateEvent when 
alling Re
eive. It should make a


opy of its state and return the 
opy by 
alling Channel.ReturnState. The 
opy will be stored

in the STATE TRANSFER layer until it is a
tually requested by a 
lient. Note that the state has to

be serializable.

The following 
ode fragment shows how a group member parti
ipates in state transfers:


hannel=new JChannel("UDP:PING:FD:GMS:STATE_TRANSFER:QUEUE");


hannel.SetOpt(Channel.GET_STATE_EVENTS, new Boolean(true));


hannel.Conne
t("TestChannel");

boolean r
=
hannel.GetState(null, 5000);

while(true) {

Obje
t ret=
hannel.Re
eive(0);

if(ret instan
eof Message)

;

else if(ret instan
eof GetStateEvent) {

// 
opy=CopyState(state)


hannel.ReturnState(
opy);

}

else if(ret instan
eof SetStateEvent) {

SetStateEvent e=(SetStateEvent)ret;

// set state from e.GetArg();

}

}

9

A
tually, the name of the layer is not important, but whi
h events it handles. This allows for example other

layers to repla
e QUEUE if the two events are handled.

10

A member will never retrieve the state from itself !
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A 
hannel has to be 
reated whose sta
k in
ludes the STATE TRANSFER proto
ol. Option

GET STATE EVENTS should be enabled, as the 
hannel might probably want to return its 
ur-

rent state if asked. A group 
alled "TestChannelGroup" is joined 
alling the Conne
t method.

GetState() subsequently asks the 
hannel to return the 
urrent state.

11

If there is a 
urrent

state (there may not be any other members in the group !), then true is returned. In this 
ase,

one of the subsequent Re
eive method invo
ations on the 
hannel will return a SetStateEvent

obje
t whi
h 
ontains the 
urrent state. In this 
ase, the 
aller sets its state to the one re
eived

from the 
hannel.

If state transfer events are enabled, then Re
eivemight return a GetStateEvent obje
t, request-

ing the state of the member to be returned. In this 
ase, a 
opy of the 
urrent state should be

made and returned using Channel.ReturnState. It is important to a) syn
hronize a

ess to the

state when returning it sin
e other a

ess may modify it while it is being returned and b) make

a 
opy of the state sin
e other a

esses after returning the state may still be able to modify it

! This is possible be
ause the state is not immediately returned, but travels down the sta
k (in

the same address spa
e), and a referen
e to it 
ould still alter it.

3.3 Proto
ol Implementation

3.3.1 Algorithm

The proto
ol for state transfer is shown in �g. 2. The pro
ess wishing to retrieve the group

state broad
asts a MAKE COPY message to all members (in
luding itself).

12

For the state servers

to be able to di�erentiate between di�erent 
on
urrently running state transfers, the broad
ast

in
ludes a state version number, e.g. the address of the state transfer initiator and a timestamp

(P1 in the example).

When the initiating member re
eives this message, it starts queueing subsequent messages.

13

All

other members make a 
opy of the 
urrent state upon re
eption of the message and tag it with

the assigned version number (P1).

P Q R

make copy of state (name=P1)

return copy of state (name=P1)

MAKE_COPY (P1)

RETURN_STATE (P1)

start queueing

set state (from P1)
stop queuing

deliver queued msgs

GC (P1)

destroy copy of state (name=P1)

Figure 2: State Transfer Proto
ol

In the se
ond phase, the initiator sele
ts one member (possibly the oldest, often the 
oordinator)

and sends a RETURN STATE message to it, in
luding the state version number that was previously

assigned (P1). The re
eiver looks up the 
opy of the state that was 
reated upon re
eption of

MAKE COPY asso
iated with P1 and returns it. The initiator sets its state from P1 and then delivers

all queued messages before a

epting regular messages again. (Message will not be queued after

replaying the queued messages).

11

As the method's destination member is null, the member from whi
h to get the state is sele
ted by the toolkit.

12

This implies that the initiator already has to be a member.

13

A member 
annot initiate several 
on
urrent state transfers: only a single transfer is permitted to take pla
e

at a time.

9



The last round of the proto
ol is again initiated by the state retriever and garbage 
olle
ts the state


opies not needed any more by broad
asting a GC message indi
ating the state version number to

be deleted. This avoids having old 
opies around, taking up memory unne
essarily. The garbage


olle
tion broad
ast is shown as an independent message, but in a typi
al implementation, it will

probably be piggyba
ked on another message to redu
e broad
ast traÆ
.

This s
heme requires that the MAKE COPYmessage is delivered at all members at the same position

in the global message delivery sequen
e: the 
lient starting to queue messages and the state

servers making a 
opy of their state are two events that have to take pla
e at the same logi
al

time. This requires the presen
e of a total order layer in the proto
ol sta
k. Fig. 3 shows a

problem that 
ould arise if total order was missing: the MAKE COPY message is broad
ast by P at

roughly the same time as another message m1 by R.

P Q R

m1

RETURN_STATE

MAKE_COPY

Figure 3: Ordering problem

Whereas both Q and R deliver m1 and then MAKE COPY, the re
eption of m1 at P might be

slightly delayed, therefore P might deliver MAKE COPY �rst and then m1. When Q and R re
eive

MAKE COPY they 
reate a 
opy of their 
urrent state, in
luding m1. At P, however, m1 is queued

as it is seen after MAKE COPY. When P later retrieves Q's 
opy of the state and integrates it, the


opy in
ludes m1, but subsequent replaying of P's queued messages delivers m1 again. Unless

m1 is idempotent, this 
learly leads to problems. The situation is even worse if P sees m1 before

MAKE COPY and Q after MAKE COPY: Q's 
opy of the state will not in
lude m1, whereas P will see

m1, apply it to its state and then retrieve the state from Q. When integrating Q's state, P's own

state will be overwritten, thereby losing m1.

A total order layer over
omes these problems by either delivering MAKE COPY before m1 or after

m1 at all re
eivers. The problem of spurious or lost messages will not o

ur in this 
ase.

This algorithm is non-blo
king: group members (ex
ept the initiator) are not blo
ked during

state transfer. The only time an operational member is soli
ited is when it is asked to return

a 
opy of its state (whi
h will subsequently be stored in the STATE TRANSFER later (see below).

Members who do not support state transfer (see 2.1) will not be soli
ited at all, not disturbing

their pro
essing, and a null state will be returned instead.

3.3.2 Proto
ol Intera
tion

The events ex
hanged between peer STATE TRANSFER layers and their 
hannel instan
es are shown

in �g. 4.

14

The proto
ol on the left side represents the initiator of a state transfer, the one on the right the

parti
ipant (e.g. an existing group member). The proto
ol is started when a GET STATE event is

re
eived. It 
auses 2 messages to be sent to a) all members and b) one sele
ted member.

The �rst message is MAKE COPY (1) and it is sent to all members. Upon re
eption, the initiator

rea
ts di�erently from the parti
ipants: it starts queuing all subsequent messages. Parti
ipants

try to retrieve the state from the appli
ation. This is done by sending up a GET APPLSTATE

event and waiting for a GET APPLSTATE OK event to be returned. If the 
hannel does not support

state transfer events (
orresponding option is not set), then the GET APPLSTATE OK response will

14

For simpli
ity, 
on
urren
y issues involving state version numbers are omitted.
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ApplicationApplication

Copy
STATE_TRANSFER

channelchannel

GetState()

GET_STATE GET_STATE_OK

STATE_RECEIVED

SetStateEvent GetStateEvent

GET_APPLSTATE

ReturnState

STATE_TRANSFER

GET_APPLSTATE_OK

RETURN_STATE

MAKE_COPY

(1) (2)

Figure 4: Events between STATE TRANSFER layers and 
hannel


ontain a null state. Otherwise it will be a 
opy of the appli
ation's 
urrent state.

15

The 
opy is

then stored in the STATE TRANSFER layer for subsequent retrieval by the initiator.

The se
ond message is a RETURN STATE message (2) sent only to one sele
ted member.

16

This is


urrently the oldest member (usually the 
oordinator). Note that the message is never sent to

the initiator itself. The re
eiver just returns the previously saved 
opy of the state.

When the initiator re
eives the 
opy from the sele
ted member, it does two things: �rst it sets

its own state from the data re
eived. Then, it blo
ks all message re
eption, replays the message

queue (to whi
h all messages re
eived after MAKE COPY were queued), disables queueing and

unblo
ks message re
eption. From now on, messages re
eived will not be queued, but passed up

to the 
hannel and on to the appli
ation where they will be applied to the appli
ation's 
urrent

state. Queueing ensures that any message sent after MAKE COPY and before re
eiving the state

will not be lost, but properly applied to 
onstru
t a valid state.

When the state has been re
eived, a GET STATE OK event is passed up the sta
k. When pro
essed

by 
hannel, a STATE RECEIVED event is 
reated and inserted into the 
hannel's event queue. After

this, a 
aller blo
ked on the GetState method will return (true or false). One of the next 
alls to

Re
eive will return a SetStateEvent obje
t (generated from STATE RECEIVED) 
ontaining the

state, whi
h 
an then be set by the appli
ation.

The implementation of STATE TRANSFER relies on total ordering of messages multi
ast to all group

members: it is based on the assumption that all members re
eive the MAKE COPY message at the

same logi
al time. If this was not the 
ase, then the di�erent parti
ipants might save di�erent

versions of the state. For example if parti
ipant Q re
eived messages m1, MAKE COPY and m2,

and parti
ipant R re
eived m1, m2 and MAKE COPY then, the state saved by Q would in
lude m1,

but R's state would in
lude m1 and m2.

3.4 Customization

The state transfer API and implementation may be suÆ
ient for a number of appli
ations so

that they 
an use it un
hanged. However, as there are di�ering appli
ation requirements, some

15

Note that the data type of the state has to be serializable as it will be marshaled/unmarshaled to be sent

over the network. If this is not the 
ase, an ex
eption will be thrown.

16

If Channel.GetStates() was 
alled, then this message will be sent to all members instead (ex
luding the

initiator).

11



appli
ations may want to (1) use a di�erent state transfer API, (2) repla
e the proto
ol imple-

mentation but keep the API, or (3) repla
e API and implementation altogether.

The 
exible ar
hite
ture of the JavaGroups proto
ol sta
k allows us to do this, as explained in

the next se
tions.

3.4.1 Repla
ing the Proto
ol Implementation

If an appli
ation wants to use the default state transfer API, but provide its own proto
ol imple-

mentation, the STATE TRANSFER (and possibly QUEUE, whi
h is used by the former) layers have

to be repla
ed (see �g. 1).

The only event that needs to be handled by the repla
ement layer for STATE TRANSFER is

GET STATE. This event is sent down by the default API whenever Channel.GetState(s) is 
alled.

It 
ontains information about whi
h member(s) the state is to be retrieved from. When done,

the state transfer layer sends the state up the sta
k in a GET STATE OK event. The 
hannel will

re
eive the state and return it to the appli
ation in one of the next Channel.Re
eive 
alls.

3.4.2 Repla
ing the API

The approa
h 
hosen in JavaGroups is to provide a minimal API for state transfer (greatest 
om-

mon denominator) and provide hooks to repla
e/extend it if it 
annot be used by the appli
ation.

The way to do this is to make use of an additional building blo
k between the 
hannel and the

appli
ation, as shown in �g. 5.

Send Recv

Application

ProtocolStack

Channel

QUEUE

State

GET_STATE_OK
GET_STATE

Interface State

Building Block

GET_STATE_OKGET_STATE

STATE_TRANSFER

GMS

UDP

Figure 5: Repla
ing the default state transfer API

This building blo
k uses the 
hannel for 
ommuni
ation, but represents a higher-level abstra
tion

(or just a di�erent API) towards the appli
ation. The building blo
k may or may not add

fun
tionality, or it may just present the API (interfa
e) di�erently.

An example of the former is an API that transfers state in multiple, small fragments in order to

avoid 
hannel 
ongestion when transferring a large state. The API would send multiple GET STATE

12



events down the sta
k to be handled by a state transfer layer, ea
h 
ontaining the number of the

fragment (plus possibly a state version number for 
on
urrent state transfers) to be transferred.

(Note that the 
urrent STATE TRANSFER layer would have to be modi�ed to handle fragmented

state).

An example of the latter is the PullPushAdapter (
f. [Ban℄) whi
h 
onverts between the pull and

push-approa
h of fet
hing messages (see 2.5). The default state transfer API requires the appli-


ation to retrieve state by 
alling Channel.Re
eive, state will be returned in a SetStateEvent

obje
t. The PullPushAdapter building blo
k { added between 
hannel and appli
ation { 
on-

verts from a pull to a push-approa
h: it retrieves messages from the 
hannel and, if the message

is a state transfer request or reply, 
alls the 
orresponding 
allba
k (GetState, SetState) in the

appli
ation (whi
h has to implement the MessageListener interfa
e).

3.4.3 Repla
ing the API and Proto
ol Implementation

The default state transfer layer 
an be abandoned altogether, repla
ing both the API and the

implementation and using one's own me
hanisms. This involves (1) providing a building blo
k

(on top of the 
hannel) o�ering a state transfer API whi
h the appli
ation uses, (2) repla
ing

the STATE TRANSFER and possibly QUEUE layers, (3) generating di�erent events from the building

blo
k and (4) handling these events by the 
orresponding proto
ol layers that repla
e the existing

ones.

An example where the API would be repla
ed, the state transfer proto
ol implementation dis-


arded and an existing proto
ol layer (group membership) modi�ed is given below:

The default implementation of state transfer in JavaGroups does not return the group state

to a joiner as result of the JOIN request, as for example des
ribed in [Maf95, Vay98, Bir96℄.

However, one 
ould provide a building blo
k on top of a 
hannel o�ering a byte[℄ Join(Obje
t

group name, boolean get state method whi
h optionally returns the state when joining a

group. The group membership proto
ol would have to be modi�ed slightly to make use of the

FLUSH phase to obtain and return the group state.

17

Sliding a building blo
k in between the 
hannel and the appli
ation and 
hanging the proto
ol

requires that the building blo
k and the proto
ol 'understand' ea
h other: events sent down by

the building blo
k have to be handled by the proto
ol, so the proto
ol has to know the types

and arguments of these events. By the same token, the building blo
k has to know the types

and arguments of response events sent by the proto
ol. This means that, when the appli
ation

requests state by 
alling the building blo
k, the latter will send one or more events down the

sta
k where they have to be 
aught and handled by the 
orresponding new state transfer layer.

That layer would then send response event(s)s up the sta
k, through the 
hannel, whi
h would

pass them on to the building blo
k, where they would be re
eived.

Thus, the JavaGroups proto
ol ar
hite
ture permits to vary API and proto
ol independently as

long as they agree on the same set of events. This allows us to easily extend/adapt the state

transfer me
hanism to the various needs of appli
ations by either using the default state transfer

provided by JavaGroups, or if this is not suÆ
ient, by sele
ting the right building blo
k that suits

the appli
ation, or �nally, by 
reating one's own building blo
k and proto
ol implementation.

3.4.4 Example

This se
tion illustrates how the default me
hanism for state transfer in JavaGroups 
an be

adapted. Consider a distributed repli
ated telephone swit
h whi
h stores all the state asso
iated

with a swit
h in a database. The frequen
y of read and write a

ess to the database is high, as

new 
onne
tions are 
reated and torn down at a high rate. To make the swit
h fault tolerant,

there is a ba
kup database, whi
h 
ontains the same state as the primary database. The primary

17

After running a FLUSH proto
ol, no more messages are sent until a new view is installed. This guarantees

that the state will not be modi�ed as result of message re
eption.
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database would update the ba
kup whenever it re
eives a modi�
ation (passive repli
ation).

18

When the primary database 
rashes, the ba
kup would be made primary and a new ba
kup


reated and initialized from the new primary.

Sin
e the primary swit
h database is large and heavily a

essed, blo
king it for state transfer

is not an option, as it might take a long time to transfer state, during whi
h neither database

would be available. Using JavaGroups' default state transfer is not an option either, be
ause

the transfer might take a long time, and { as messages sent during transfer are queued at the

re
eiver of the state { there might be a message over
ow at the re
eiver's side.

Therefore, the ba
kup database server prefet
hes the state of the primary database and uses it

to initialize its database before a
tually joining the group. The primary would log all requests

re
eived during the prefet
h phase to both the database and an update log. When the ba
kup

server is initialized, it would request the update log from the primary using the regular state

transfer, queueing all requests until the update is integrated. At this point, the primary server

would delete the update log and the ba
kup server would be operational, replaying the queued

request and a

epting requests broad
ast to the group by the primary.

The proto
ol is shown in �g. 6.

JOIN

MAKE_COPY

GET_BACKUP

- Connect to backup DB
- Initialize local DB

from backup

RETURN_STATE

Backup Server Primary Server

- Backup DB
- Return location of backup DB

old membership

new membership

Figure 6: Prefet
hing the state

When a new ba
kup server is 
reated, it �rst 
onta
ts the primary via a 
ommuni
ation link

di�erent from the 
hannel

19

(e.g. a separate so
ket on whi
h the primary is listening) to tell it

to 
reate a ba
kup of its database. Today, most modern DBMSs allow to 
reate ba
kups during

operation. This is ne
essary in our 
ase, sin
e we don't want to blo
k requests from being served

while 
reating a ba
kup 
opy of the primary database.

When the primary server re
eives the GET BACKUP request, it (a) starts the ba
kup pro
ess and

(b) at the same time starts logging all requests to an update log (e.g. a small database). All

the requests re
eived between the ba
kup request and the retrieval of the update log will be

written to both the database and the update log. When the primary is done, it returns some

information about the lo
ation of the newly 
reated ba
kup database to the initiator.

20

The

initiator (the ba
kup server) uses this information to lo
ate the ba
kup database and initialize

its lo
al database from it.

When the lo
al database is initialized, we need to retrieve the requests sent to the primary in

the meantime and apply them to the database. To do this, the default state transfer proto
ol

18

A
tually, an update would be sent to the group 
onsisting of the primary and ba
kup. This ensures that all

updates are performed in the same order.

19

Not via the group 
hannel, as it is not yet a member. Also, this way the 
hannel is not 
logged up with state

transfer data.

20

Note that no requests will ever be applied to the ba
kup database.
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an be used. The ba
kup server �rst joins the group (this is a prerequisite for parti
ipating in

state transfer) and broad
asts a MAKE COPY to the primary server. Upon re
eption, the latter

stops logging to the update log and returns the update log. This may be the 
ontents of the log,

or { as in the ba
kup database itself { the lo
ation. The update log will be deleted later. The

former starts queueing requests until the update log has been retrieved and applied. When the


ontents of the update log have been in
orporated into the ba
kup server's database, both the

ba
kup database and the update log at the primary will be deleted (not shown).

The advantage of the above solution is that the larger part of the state is retrieved o�ine (outside

the normal state transfer proto
ol), and the transfer proto
ol is only used to transfer the update

state. This avoids a long state transfer and does not over
ow the re
eiver with messages sent

during state transfer.

To hide all the proto
ol intera
tions, a building blo
k would typi
ally be used (let's 
all it

Prefet
her). As shown in �g. 7, it would be layered between the appli
ation and the 
hannel.

Channel

Prefetcher

GetDB Channel Intf.

DBApplication

QUEUE

STATE_TRANSFER

GMS

UDP

Figure 7: Prefet
h Building Blo
k

The appli
ation would 
reate a 
hannel with a prefet
her on it, and then ex
lusively use the

prefet
her. The latter manages the 
hannel and o�ers the same interfa
e as the 
hannel (for-

warding requests to it) and an additional method to retrieve a referen
e to the lo
al database

(GetDB). This method performs all the proto
ol intera
tions dis
ussed above: it uses the 
hannel's

state transfer API to retrieve the update log, and provides its own fun
tionality to prefet
h the

database from the primary. The latter fun
tionality 
ould be implemented in the Prefet
her

API dire
tly, or it might be added in the form of an additional proto
ol layer whi
h whi
h the

prefet
her would 
ommuni
ate via a new set of events.

The GetDB method would 
onta
t the primary via an external 
ommuni
ation me
hanism, ini-

tialize its lo
al database, join the group and then use the default state transfer to retrieve the

update log. Then it would return a handle (or referen
e) of the newly 
reated database to its


aller (e.g. the ba
kup server) whi
h be
omes an operational member and subsequently applies

all requests to its lo
al database.

The value of the prefet
her building blo
k is that it hides a number of proto
ol intera
tions behind

a higher-level and easy-to-use interfa
e tailored spe
i�
ally to the appli
ation at hand.

3.5 Con
lusion

We have shown that there are various di�ering requirements for state transfer in group 
ommu-

ni
ation appli
ations. Sin
e state and the transfer of it is often very appli
ation-spe
i�
, it is

useless to provide an API that satis�es all needs. Instead, we provide a minimal default API and

15



a framework that allows appli
ation programmers to sele
tively repla
e either API or implemen-

tation (or both) to suit the needs of their appli
ation. Programmers have a 
hoi
e of the default

API, prefabri
ated building blo
ks or appli
ation-spe
i�
 fun
tionality to perform state transfer.
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