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Abstra
t

This paper dis
usses the merits of using syn
hronous group remote method 
all (G-

RMC) to implement peer proto
ols in group 
ommuni
ation settings. Peer proto
ols

are used in layered proto
ol sta
ks to 
ommuni
ate horizontally between two layers of

the same type. We will show that the higher abstra
tion level of G-RMC leads to less


ode, better understanding of a peer proto
ol and improved maintainability. However,

ordering properties 
ommonly required by group 
ommuni
ation sta
ks may interfere

with the syn
hronous 
alling of remote methods, 
ausing deadlo
ks. We will present a

solution that dete
ts and resolves su
h deadlo
ks.

1 Introdu
tion

A group is an identi�er (or handle) for a number of pro
esses that are addressed as a single

entity. Pro
esses may join and leave a group. A group 
an be queried for its membership and

noti�
ations are emitted when the latter 
hanges. When a member 
rashes, it will eventually

be removed from the group and the membership adjusted. Ea
h member maintains a list of

pro
esses (a view) that it believes to be members of the group. A group membership servi
e

(one designated member) generates new views and broad
asts them to the group members

when the membership 
hanges. All non-faulty members re
eive the same sequen
e of views,

and the set of messages between two 
onse
utive views is guaranteed to be the same. This

model of group 
ommuni
ation, whi
h we employ for this paper, is 
alled Virtual Syn
hrony

[Bir96℄.

Messages sent to a group (broad
ast) are re
eived by all of its members, but members may also


ommuni
ate dire
tly with single other members (uni
ast). Communi
ation is implemented

using a proto
ol sta
k whi
h (among other things) ensures that all members re
eive the same

messages sent to them in the same order. A proto
ol sta
k 
onsists of a number of layers,

ea
h of whi
h performs a single task.

Proto
ol layers often 
ommuni
ate with peer layers in di�erent sta
ks. For example, a group

membership servi
e (GMS) proto
ol layer may want to 
onta
t all other GMS layers in the

group to soli
it a vote for a new 
oordinator, or to install a new view.

This paper presents a me
hanism that provides invo
ation of remote methods in one or more

group members and returns the result(s) syn
hronously (blo
ks until all return values have

been re
eived): group remote method 
alls (G-RMC). They permit the developer to de�ne

proto
ols like regular 
lasses known from obje
t-oriented programming: a proto
ol layer

is an instan
e of a 
lass, 
ontaining a number of methods. It may make remote method

invo
ations on other instan
es (
lient role), and 
an itself be invoked by other peers (server

role). Modeling peer intera
tion as remote method invo
ation leads to a higher level of

abstra
tion, whi
h 
ontributes to better understanding of a proto
ol, redu
es the amount of


ode needed for implementation and in
reases maintainability.
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The novelty of our approa
h is that (a) it is based on remote method 
alls rather than

pro
edure 
alls, (b) method invo
ations are dynami
, i.e. assembled and dispat
hed at run-

time vs. using 
lient stubs/server skeletons generated at 
ompile-time, and (
) we fo
us on the

deadlo
k problem arising when syn
hronous method 
alls interfere with ordering properties

of the sta
k.

The me
hanism dis
ussed in the paper is used in the JavaGroups proje
t [Ban98a℄, mainly

to implement peer proto
ols. However, it 
an also be used to implement appli
ations.

We start by brie
y des
ribing the JavaGroups toolkit, whi
h is the group 
ommuni
ation

substrate that establishes the 
ontext for our work on syn
hronous G-RMC. The main se
tion

will fo
us on the building blo
ks used to implement G-RMC. Then, we will give an example

of a proto
ol layer that uses G-RMC to 
ommuni
ate with its peers. Finally, we will look

into the problem of deadlo
ks resulting from the 
on
i
ting for
es of syn
hronous G-RMC

and message ordering and o�er a possible solution to prevent deadlo
ks while still preserving

ordering properties.

2 JavaGroups Proto
ol Sta
k Ar
hite
ture

JavaGroups is a group 
ommuni
ation toolkit based on a layered proto
ol sta
k ar
hite
ture

similar to [Rit84, PHOA89, VRBM96, Hay98℄. An appli
ation uses a 
hannel as group

endpoint. A 
hannel has a lo
al address and a group address whi
h is the name of the group.

All 
hannels with the same group address form a group. Some of the methods a 
hannel o�ers

are 
onne
ting to/dis
onne
ting from a group (i.e. joining and leaving), sending a message to

one or more members, re
eiving messages, and re
eiving noti�
ations when members join or

leave the group. A message is an obje
t 
onsisting of a re
eiver and a sender �eld, whi
h are

obje
ts denoting the destination and sour
e addresses. If the destination address is null, the

message is sent to all members in the group. Additional �elds are the payload (byte bu�er)

and a header list. The former is used to 
arry information in a message, it 
ould 
ontain

for example a serialized obje
t. The latter is used by the proto
ol layers to add information

pertaining to their fun
tionality to a message. For example, a key ex
hange proto
ol layer

may want to add its publi
 key. Headers allow a layer to atta
h information to a message

without altering the latter.
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Figure 1: Ar
hite
ture of JavaGroups

A 
hannel has a referen
e to a proto
ol sta
k obje
t whi
h it uses to send/re
eive messages.

A proto
ol sta
k 
onsists of a number of layers, ea
h of whi
h performs a di�erent task, e.g.

FIFO ordering, en
ryption, group membership et
. Data is sent through a sta
k in the form

of events. An event has a type 
ag and an argument. When the appli
ation sends a message

using the 
hannel, the latter wraps it into an event and passes the event down the sta
k.

The bottom layer extra
ts the message from the event and puts it on the network. When a
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message is re
eived, it is again wrapped into an event and passed up the sta
k to the 
hannel

whi
h extra
ts the message and delivers it to the appli
ation. Note that whereasmessages are

ex
hanged between di�erent sta
ks, events are only used to transport data within a proto
ol

sta
k. There are a number of di�erent events su
h as view 
hange, 
onne
tion/dis
onne
tion

and suspi
ion events.

1

An event never leaves the sta
k.

A proto
ol layer is always (dire
tly or indire
tly) derived from 
lass Proto
ol. Depending on

its fun
tionality, it has to override a number of methods, the most basi
 ones being Up(Event)

and Down(Event). The former is 
alled when an event is re
eived from the layer below, the

latter when an event is re
eived from above. The default a
tion is to forward the event

un
hanged in the dire
tion it was traveling when re
eived.

The proto
ol sta
k is 
reated a

ording the a spe
i�
ation given by the 
reator of a 
hannel.

The spe
i�
ation is a string of the form "P1:P2:Pn", with layers spe
i�ed from bottom to top

(plus optional parameters), where ea
h string maps to a Java 
lass representing that proto
ol

layer. Ea
h layer is 
onne
ted to its neighbor by two FIFO queues and the Proto
ol 
lass

takes 
are of adding/removing events to/from queues and 
alling the respe
tive Up or Down

methods. Event pro
essing for a queue is not 
on
urrent: only a single event is pro
essed at

a time.

Proto
ols 
an be 
ategorized a

ording to their intera
tion with other proto
ols: some pro-

to
ols intera
t primarily with their neighbor proto
ols in the same sta
k, and others intera
t

with their 
orresponding peer instan
es in di�erent proto
ol sta
ks. The former type of in-

tera
tion 
an be 
alled verti
al intera
tion, and typi
ally 
onsists of the following a
tivities:

� pass a message from a layer to its neighbor (up or down the sta
k) un
hanged,

� add a header to the message, but do not modify it,

� modify the message, add a header and pass it on (e.g. en
ryption, fragmentation layers),

� reorder the message (e.g. FIFO, TOTAL layers) or

� dis
ard the message (e.g. layer 
he
king for dupli
ate messages)

These tasks 
an easily be done with proto
ol layers inheriting from Proto
ol.

The se
ond type of proto
ols intera
t primarily with their equivalent peer instan
es in di�er-

ent sta
ks, as shown in Fig. 1 between the ProtB layers. Therefore this type of intera
tion is


alled horizontal or peer intera
tion. A typi
al peer proto
ol is a group membership servi
e

(GMS) layer whi
h needs to intera
t with the GMSs in all member sta
ks to e.g. install a

new view.

Note that there is a di�eren
e between re
eption and delivery of a message: a message is

re
eived by a layer from the layer above/below it, and is delivered to the layer below/above

it when done pro
essing. This may involve reordering the message, e.g. messages re
eived as

m2 and m1 may be reordered by the layer and delivered as m1 and m2.

For a more detailed des
ription of the JavaGroups proto
ol sta
k refer to [Ban98a℄.

3 Building Blo
ks for Peer Proto
ols

The philosophy of JavaGroups is to provide only a small and primitive so
ket-like API (a


hannel) for group 
ommuni
ation, re
e
ting our belief that it is diÆ
ult to design an API

that �ts the needs of all group appli
ations. But similar to higher-level abstra
tions on top of

so
kets (e.g. obje
t request brokers), JavaGroups provides building blo
ks that hide the use

of 
hannels from the appli
ation and o�er a more sophisti
ated interfa
e to the appli
ation.

1

A suspi
ion event is generated by a failure dete
tor when a member is suspe
ted of being faulty.
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G-RMC is a building blo
k built in turn from �ner-grained and more general building blo
ks.

We will des
ribe the RequestCorrelator whi
h is used by the GroupRequest 
lass to imple-

ment G-RMC. Then we'll present two extensions of the Proto
ol 
lass, MessageProto
ol

and Rp
Proto
ol whi
h make use of GroupRequest. The former allows one to send requests

(in the form of messages) to a number of peers and syn
hronously re
eive responses, while

the latter uses the former to implement remote method invo
ations. Rp
Proto
olwould have

to be 
hosen as parent proto
ol to implement a peer proto
ol based on G-RMC.

3.1 RequestCorrelator

In distributed peer 
omputing, any member may be the originator and re
eiver of a request.

Therefore, unlike traditional 
lient{server programming, where roles are �xed, a peer pro
ess

swit
hes roles dynami
ally. It may even be possible that a pro
ess is a 
lient and server at

the same time, both sending a request and serving another one (in di�erent threads). This

means that { besides sending requests and re
eiving the 
orresponding responses { every

member must be able to pro
ess requests sent by other members and send responses. The

main roles of a peer proto
ol are therefore

Send requests Client role. Send a request (message) to a single or all group members

and re
eive 0 or more responses. If the request is asyn
hronous, no responses will be

re
eived. If it is syn
hronous (i.e., the 
aller is blo
ked until the 
all returns), it should

be possible to spe
ify how many responses are required, e.g. all, majority or �rst.

Re
eive responses Client role. Re
eive a response to a request. If the request was sent

to the whole group, re
eive a number of responses. No response will be re
eived if the

request was sent asyn
hronously. If a member has 
rashed before sending a response

in the syn
hronous 
ase, its response should be marked as 'not re
eived'. Note that


orrelation between requests and responses is important, i.e., if a sender sends requests

r1, r2 and r3, in
oming responses have to be mat
hed against their originating requests.

Re
eive request Server role. Re
eive a request sent by a group member, pro
ess it and

send a response (see below). Sin
e lo
al messages are enabled on a 
hannel by default,

a sender will re
eive its own request and has to pro
ess it like any other group member.

Send response Server role. Send a response to a request. Usually invoked when done

pro
essing a request.

The above fun
tionality has been in
orporated in 
lass RequestCorrelator. This 
lass 
an

be used in an appli
ation on top of a 
hannel, or to implement a peer proto
ol.

The stru
ture of a request 
orrelator is shown in Fig. 2.

Essentially, a RequestCorrelator has one obje
t that is responsible for handling all requests

(RequestHandler), and zero or more response handlers (RspColle
tor) whi
h will re
eive

the response(s) for a spe
i�
 request. Ea
h request is identi�ed by a unique ID and added

to a request table. When a response 
omes in, its ID is mat
hed against the requests, the


orre
t request is found and the response dire
ted to it. Having multiple requests pending

at any time (
ompared to just a single one) gives 
lients of request 
orrelator more freedom:

the de
ision whether to send a single or multiple requests at a time is theirs.

The RequestCorrelator has methods to a) send a request (syn
hronously or asyn
hronously,

to a single member or to all group members), b) submit a suspi
ion message, 
) make it re
eive

a message and d) remove a request (
alling method Done with the request ID). It allows one

to register a request handler whi
h will pro
ess all requests dire
ted towards this request


orrelator.

The following a
tions take pla
e when a group request is sent:

4



RspCollector

ReceiveRsp(msg)

Suspect(mbr)

RspCollector

ReceiveRsp(msg)

Suspect(mbr)

RspCollector

ReceiveRsp(msg)

Suspect(mbr)

Message

Header

req
?

Message

Header

Message

Header

RequestHandler

Transport

+
-

Done(id)

Handle(Message)

Suspect(mbr) Receive(Message)

Send(Message)

SendRequest(id, Message, RspCollector)

Figure 2: Request 
orrelator

3.1.1 Sending a request

The 
aller 
reates a new instan
e of RspColle
tor and invokes SendRequest with a unique

ID that it wants to assign to the request, a message and the response 
olle
tor. All the

messages re
eived for that spe
i�
 request will be dire
ted towards the response 
olle
tor. If

the latter is null, this means that the request is sent one-way, and no responses are to be

returned. If it is not null, it is added to a response 
olle
tor table.

SendRequest adds a header to the message and uses the underlying transport's Send method

to send the message to its destination(s). The header 
ontains

1. The ID assigned to the request by the 
aller

2. The type. A type 
an only be a request or a response.

3. Whether or not a response is expe
ted. This is determined by SendRequest: if a non-

null response 
olle
tor is given as argument, this �eld will be true, otherwise it is false.

The re
eiver of a request 
an therefore determine whether or not to return a response.

4. A name asso
iated with this spe
i�
 instan
e of request 
orrelator. Every request


orrelator has a unique name to di�erentiate between several 
orrelators within the

same sta
k (see below).

The message's destination �eld determines whether a uni
ast or multi
ast message will be

sent, i.e. whether the message will be sent to a single member (destination �eld 
ontains a

member address) or to all group members (destination �eld is null).

3.1.2 Re
eiving a request

The user of a request 
orrelator has to take 
are to re
eive regular and suspi
ion messages,

and to feed them to the request 
orrelator. When a regular message is re
eived, the Re
eive
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method is 
alled. It peeks at the header and 
he
ks for two things: a) whether the header

is of the 
orre
t type (RequestCorrelatorHeader) and, if yes, b) whether the name �eld

in the header mat
hes the request 
orrelator's name. If either 
ondition is false, Re
eive

will return false. A user will thus typi
ally try to feed an in
oming message to the request


orrelator, and, if Re
eive returns false, pass it on to the next layer, e.g. the layer above

the 
urrent one (when used in a proto
ol). The name 
omparison is needed to di�erentiate

between several request 
orrelators in di�erent proto
ol layers of the same sta
k.

If the 
ondition is true, the header type is 
he
ked. If it is a request, the message will be

added to the request queue (without yet removing the header), where a separate thread will

handle it (see 3.1.3). If the header type is a response, the header will be removed from

the message and the message added to the response 
olle
tor that mat
hes the header's ID

(
alling Re
eiveResponse, see 3.1.4).

When the 
lient feeds a suspi
ion message to the request 
orrelator, the Suspe
t method


allba
ks of all request 
olle
tors will be 
alled in turn. This allows building blo
ks on top

of request 
orrelators to avoid blo
king waiting for responses from 
rashed members. See

se
tion 3.2 for an example.

3.1.3 Handling a request and sending a response

As a peer pro
ess is both 
lient and server at the same time, it 
an not only send requests

to other peers (
lient role), but also has to handle requests re
eived from other peers (server

role). To handle requests, a request handler obje
t has to be installed, whi
h will be invoked

whenever a request has been re
eived (see below). The installation of a request handler

is optional, and in some 
ases, peers that do not wish to pro
ess in
oming requests, e.g.

be
ause they only a
t as 
lients, will not install a handler. In this 
ase, requests from 
lients

will simply not be answered. When sending a remote method 
all, an appli
ation using su
h


lient-only peers must take into a

ount that it might not re
eive a response from all members

and avoid blo
king by for example spe
ifying the number of responses expe
ted, or by using

a timeout (see 3.2).

When a request is re
eived, it is added to a queue, where it is handled by the request handler

thread. The latter removes requests from the queue and pro
esses them in FIFO order, one

at a time. It is only 
reated if a request handler (RequestHandler) was given at the time of

the request 
orrelator's 
reation. Otherwise, requests re
eived will just be dis
arded and no

response sent

2

.

The thread removes the message header and determines whether the message is asyn
hronous

or not, i.e. whether a response needs to be sent. It then invokes the request handler's Handle

method, whi
h pro
esses the request by interpreting the message's bu�er (e.g. extra
ting an

obje
t from it) and returns an obje
t. If a response needs to be returned to the sender of the

message, then the thread 
reates a response message, inserts the return value obje
t into the

response's bu�er, and adds another header to the message. The header would indi
ate that

the message is a response, and would 
ontain the request's ID. Finally the message is sent

using the underlying transport's Send method.

3.1.4 Re
eiving a response

When RspColle
tor.Re
eiveResponse is 
alled, the 
lient of request 
orrelator (the same

that 
reated the RspColle
tor obje
t) de
ides what to do. In the 
ase of GroupRequest, it

might wait until all the responses have been re
eived (minus the responses from suspe
ted

members), until the �rst response has been re
eived, or it might wait for a majority of all

responses to arrive. Note that no response will be re
eived if the response 
olle
tor argument

2

Alternatively, if no request handler is given, a default handler 
ould be installed, whi
h returns a null

response, or raises an ex
eption if the provision of a request handler is required.
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to SendRequest was null; no response 
olle
tor entry will ever be 
reated in this 
ase, and

the message will be sent one-way.

When all the responses have been re
eived, method RequestCorrelator.Done should be


alled (e.g. by the GroupRequest, see below) to remove the response 
olle
tor entry from the

table. If this was not done, response 
olle
tor entries would a

umulate in the table and take

up spa
e. Done has to be 
alled by the request 
orrelator 
lient, be
ause only it knows when

'all' responses have been re
eived: for example, in some 
ases, 'all' 
ould mean a majority,

while in other 
ases it 
ould mean 'responses from all members'. After Done has been 
alled,

subsequent responses for the same request are dis
arded. This is for example the 
ase when

a request is sent to all members, but only a simple majority of the responses is required.

3.2 GroupRequest

Although RequestCorrelator 
an be used by itself, GroupRequest is a building blo
k making

use of the former, to simplify sending messages to all members of a group and 
olle
ting

responses. Its most important methods are:

publi
 
lass GroupRequest {

publi
 GroupRequest(Message m, RequestCorrelator 
, Ve
tor mbrs, int rsp_mode);

publi
 GroupRequest(Message m, RequestCorrelator 
, Ve
tor mbrs,

int rsp_mode, long timeout, int expe
ted_mbrs);

publi
 boolean Exe
ute();

publi
 void Reset(Ve
tor mbrs);

publi
 RspList GetResults();

publi
 Ve
tor GetSuspe
ts();

}

The 
onstru
tors' arguments are a request 
orrelator, the message to be sent, the response

mode, an initial membership, a timeout and the number of expe
ted members.

The initial membership is a ve
tor of member addresses from whi
h responses are expe
ted.

If the message's destination is not null, meaning that the message is to be sent to a single

destination (uni
ast), then the membership might only 
ontain a single address, namely

that of the destination from whi
h a response is expe
ted. If no response is expe
ted, the

membership ve
tor 
an be empty. If a null membership ve
tor is given, this means to wait

for all responses.

The timeout 
an be used in 
ombination with, or as repla
ement for, a suspi
ion servi
e. If a

message is sent to members P, Q and R, and responses are expe
ted from all members, then, if

R 
rashes, a suspi
ion servi
e will feed this information to the underlying request 
orrelator,

whi
h in turn will feed it to the group request obje
t sitting on top of the 
orrelator. A

group request that has already re
eived responses from P and Q will blo
k until it re
eives

the response from R, or until a suspi
ion message about R is re
eived. If no suspi
ion servi
e

is available, a timeout spe
i�es the maximum amount of time a group request should wait for

all responses, preventing blo
king. Timeouts and a suspi
ion servi
e 
an also be 
ombined.

A timeout of 0 means to wait inde�nitely. In 
ase a suspi
ion message was missed (e.g. when

a group request is sent just after a suspi
ion message has been re
eived, but before a view


hange has been seen) the group request obje
t is noti�ed of the view 
hange, whi
h allows

it to adjust the number of pending responses for whi
h it is waiting. This avoids blo
king

inde�nitely.

The number of expe
ted members is the number of responses expe
ted. It is only used if the

response mode is GET N (see below).

The response mode is one of
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GroupRequest.GET FIRST Returns when the �rst response has been re
eived (or a timeout

has elapsed, or a suspi
ion message was re
eived).

GroupRequest.GET ALL Returns when responses from all non-faulty members have been re-


eived (or a timeout has o

urred. The number of responses is re
omputed whenever

a suspi
ion or view 
hange message is re
eived.

GroupRequest.GET MAJORITY Returns when the majority of the members have responded (or

a timeout o

urred, or a suspi
ion message was re
eived). The majority is 
omputed

using the membership given in the 
onstru
tor. If a suspi
ion message is re
eived, the

majority is 
omputed anew (dynami
ally), ex
luding the suspe
ted member.

GroupRequest.GET ABS MAJORITY Returns when the majority of the members have re-

sponded. Contrary to the above mode, the majority is not re-
omputed when a member


rashes and the 
all may therefore blo
k.

GroupRequest.GET N Returns when n responses have been re
eived. If n is greater than

the number of members in the membership, then the 
all will blo
k forever (unless a

timeout is spe
i�ed).

GroupRequest.GET NONE Returns immediately. The message is sent asyn
hronously, no re-

sponses are expe
ted, and none will be generated at the re
eiver's end.

Method Exe
ute triggers the group request and returns true on su

ess and false on failure.

Reset permits to reuse the same group request obje
t, by adjusting the membership, and

resending the same message. GetSuspe
ts returns a ve
tor of suspe
ted members (empty if

none were suspe
ted), and GetResults returns a response list RspList whi
h 
an be queried

for the response from ea
h member, whether a member did not send a response, whether it


rashed, and { if a response was re
eived { its value.

Note that the group request relies on a loss-less message delivery: no response may ever be lost

unless the sender 
rashed. This property must be guaranteed by the underlying transport,

by for example adding a retransmission layer to the proto
ol sta
k. If this is not the 
ase, a

group request may blo
k forever, e.g. if a response was generated by a re
eiver, but was lost,

and the re
eiver did not 
rash.

3.3 MessageProto
ol

This and the next se
tion des
ribe two proto
ols derived from the Proto
ol 
lass, whi
h pro-

vide fun
tionality to 
onstru
t peer proto
ols. A proto
ol layer requiring peer fun
tionality

would typi
ally inherit from one of these two proto
ols instead of Proto
ol.

Class MessageProto
ol is a sub
lass of Proto
ol and enhan
es it with syn
hronous group

request fun
tionality, using the RequestCorrelator and GroupRequest building blo
ks. The

ar
hite
ture of MessageProto
ol is shown in Fig. 3.

Methods SendMessage and CastMessage (dis
ussed below) provide syn
hronous group mes-

sages: they make use of GroupRequests and a RequestCorrelator to do so. Any time one

of the two methods is 
alled, a new group request will be 
reated and registered with the

request 
orrelator. The group request obje
t then uses RequestCorrelator.SendRequest to

send a message. The request 
orrelator will assign a unique request number to the request,

add a header to is so that it will be re
eived by the 
orre
t peer layer in the re
eiver's proto
ol

sta
k, and pass it down the sta
k.

The peer layer in the re
eiver's sta
k re
eives the message and 
alls method Re
eive of the

request 
orrelator. The latter 
he
ks the header to see whether the message was generated by

the 
orresponding peer layer in the sender's sta
k and, if so, re
eives it. Otherwise it reje
ts

it by returning false. In this 
ase, the message is just passed on to the layer above the 
urrent

one. If a

epted by the request 
orrelator, the header is s
rutinized to 
he
k whether the

8
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Figure 3: Ar
hite
ture of MessageProto
ol

message is a response or request. If it is a response, the 
orresponding request is looked up

and the message is delivered (
alling method RspColle
tor.Re
eiveResponse). Otherwise,

method Handle (whi
h is overridden by a sub
lass) is 
alled. It pro
esses the request and

returns an obje
t. If the request was not asyn
hronous (one-way), i.e. requires a response,

the obje
t is serialized and send ba
k to the 
aller in a response message.

The important methods to implement a peer proto
ol are CastMessage, SendMessage and

Handle:

publi
 RspList CastMessage(Ve
tor dests, Message msg, int mode, long timeout);

publi
 Obje
t SendMessage(Message msg, int mode, long timeout)

throws Timeout, Suspe
ted;

publi
 Obje
t Handle(Message req);

CastMessage sends message msg to all members of dests and waits for mode responses or a

timeout (whi
hever 
omes �rst) and returns a response list (
f. 3.2). The message will be

sent to all group members if dests is null.

SendMessage is similar to CastMessage ex
ept that the message is sent only to a single group

member. Argument mode should be either NONE or FIRST. Instead of returning a response

list, an obje
t is returned, representing the response from a single re
eiver (may also be null).

If the re
eiver is suspe
ted, or a timeout has o

urred, then the 
orresponding ex
eption is

thrown.

Callba
k Handle will probably be overridden by a peer proto
ol that pro
esses in
oming

requests. It a

epts the request in the form of a message. The body of the message will


ontain the request data, e.g. a request obje
t. Depending on the request, Handle will

perform some pro
essing and optionally return a result value (or null). If the request was

not one-way, a response message will be generated (with the result in the message's bu�er)

and sent ba
k to the sender of the request.

3.4 Rp
Proto
ol

This 
lass is similar to MessageProto
ol, but instead of sending and re
eiving messages, it

invokes remote methods in its peer proto
ols. It is derived from MessageProto
ol and makes

use of the above mentioned methods.

Fig. 4 shows how the Rp
Proto
ol 
lass works 
on
eptually.

In the example, the group of peer proto
ols would 
onsist of the 3 members P, Q and R.

Ea
h is a proto
ol layer in a di�erent proto
ol sta
k (e.g. on a di�erent ma
hine). P is the

9



Flush Flush Flush
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SUSPECT

Figure 4: Remote method invo
ations between peer proto
ols


urrent 
oordinator and wants to 
all method Flush of all members in the group and 
olle
t

the responses.

This 
ould be triggered for example by re
eiving a SUSPECT event whi
h starts a 
ush proto
ol.

A 
ush 
oordinator sends a 
ush message to all members and re
eives their unstable messages

as result. This intera
tion 
an be modeled as a syn
hronous remote method 
all.

The 
oordinator invokes one of the CallRemoteMethodsmethods of Rp
Proto
ol (dis
ussed

below). A MethodCall obje
t (see 4) will be 
onstru
ted, inserted in the bu�er of a message

and sent to all peers. Ea
h peer re
eives the message, extra
ts the MethodCall obje
t, invokes

it against itself and returns a result in the form of an obje
t (or null, if the method has a

void return value). The results will be re
eived by the 
alling method as a response list.

Note that sin
e the sender is invoking methods in all members of the group, its own Flush

method will also be invoked. Therefore spe
ial 
are has to be taken to avoid deadlo
ks (see

se
tion 5).

A typi
al proto
ol based on Rp
Proto
olwould de�ne a number of methods and then use one

of the CallRemoteMethod(s)methods to invoke them. The CallRemoteMethod series invokes

a method in a single re
eiver, while the CallRemoteMethods does so in all group members.

The former takes a destination address, the method name, a number of arguments (may be

zero), a mode and a timeout. The last 2 parameters are the same as for MessageProto
ol.

If the number of parameters is too large, a MethodCall obje
t may be 
reated dire
tly and

given as parameter.

The implementation of CallRemoteMethods is as follows:

publi
 RspList CallRemoteMethods(Ve
tor dsts, MethodCall 
, int mode, long timeout) {

byte[℄ buf=null;

Message msg=null;

try {buf=Util.Obje
tToByteBuffer(
);}


at
h(Ex
eption e) {

return null;

}

msg=new Message(null, null, buf);

return CastMessage(dsts, msg, mode, timeout);

}

The method name and arguments of the other CallRemoteMethods methods are used to


reate a MethodCall obje
t. It is then serialized into a byte bu�er whi
h is inserted into a

message. MessageProto
ol.CastMessage is then used to send the message to all destinations

and re
eive the responses.

Method Handle of MessageProto
ol is overridden in Rp
Proto
ol to invoke a method in the


urrent peer:

publi
 Obje
t Handle(Message req) {

Obje
t body=null, retval=null;

MethodCall method_
all;

if(req == null || req.GetBuffer() == null) return null;
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try {body=Util.Obje
tFromByteBuffer(req.GetBuffer());}


at
h(Ex
eption e) {

return null;

}

if(body == null || !(body instan
eof MethodCall)) return null;

method_
all=(MethodCall)body;

retval=method_
all.Invoke(this, method_lookup_
los);

return retval;

}

First, the message's byte bu�er is extra
ted and 
onverted into a MethodCall obje
t. If this

fails, null will be returned as result

3

. Then the method 
all is invoked against the 
urrent

Rp
Proto
ol instan
e (the one that re
eived the method 
all) and the result returned.

4 Dynami
 Method Invo
ation

The Rp
Proto
ol 
lass uses a MethodCall obje
t to invoke methods in remote obje
ts. The

latter essentially 
arries a method name and an argument list, and provides operations to

invoke itself against a target obje
t, looking up the 
orre
t method to be invoked using the

method name and argument list in 
onjun
tion with Java's Core Re
e
tion API [Sun96℄.

When a peer wants to invoke a remote method, it 
alls one of the CallRemoteMethod(s)

de�ned in its parent 
lass Rp
Proto
ol. They 
reate a MethodCall obje
t, embed it in a

message and send the message to its destination (one or many re
eivers).

The re
eiver will extra
t the MethodCall obje
t and look up the 
orresponding method: this

is done using the method's name and the number and types of arguments. The method

lookup method 
an be 
ustomized, it is for example possible to lookup methods based on the

type of the re
eiver obje
t and the types of all arguments using the MethodLookupClos 
lass

(similar to CLOS [Ste90, Ban98b℄).

Sin
e method lookup and type 
he
king of parameters is done at run-time, and not 
he
ked

at 
ompile-time, a method 
all may fail. In this 
ase, an ex
eption will be thrown that 
an

be handled by the 
aller.

There are a number of 
onstraints on dynami
 method 
alls: �rst, all arguments have to be

Obje
ts and implement interfa
e Serializable (or Externalizable) (this allows them to

be marshaled into a message and shipped to the re
eiver). Se
ond, 
ompared to strongly

typed method 
alls, null arguments are not allowed be
ause there is no 
lass in Java that

represents null. Third, all methods to be 
alled have to be publi
 (same as in the strongly

typed 
ase). Fourth, if a formal parameter is of a primitive type (e.g. int, float, 
har

et
), the 
orresponding argument will be unwrapped at run-time before 
omparing it to the

parameter. Finally, sin
e there doesn't exist any me
hanism for run-time 
asting (e.g. from

a Long argument to an int primitive type as formal parameter), narrowing of values is not

allowed, e.g. unwrapping the Long argument and narrow the resulting long value to the

formal parameter int is not possible

4

. The reverse 
ase does not require any 
asts, therefore

it is allowed (e.g. assigning a String argument to an Obje
t formal parameter).

Compared to RMI [RMI96℄, dynami
 RMCs don't require a stub/skeleton 
ompiler. The

disadvantage is that { as there is no strong typing { method 
alls may fail at run-time (e.g.

method is not found). However, generating strongly typed 
lient stubs from a 
lass that uses

dynami
 RMCs should be easy: a 
ompiler would parse the 
lass for whi
h a stub is desired

(using the Core Re
e
tion API) and generate a strongly typed method for ea
h dynami


3

Rp
Proto
ol assumes that all 
ommuni
ation is done via MethodCalls, therefore it will not pro
ess other

obje
ts. However, the implementation of Handle 
ould be overridden to allow this.

4

As done in MethodLookupCLOS. Other method lookup implementations might of 
ourse use di�erent algo-

rithms.
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method. When a strongly typed method is 
alled, its implementation would dispat
h a

dynami
 RMC. By the same token, RMI's implementation 
ould be extended, using dynami


RMCs to dispat
h method 
alls not just to a single, but to multiple servers.

5 Group RMCs and Deadlo
ks

Syn
hronous group method 
alls are a powerful tool: they raise the peer proto
ol abstra
tion

level to that of normal method invo
ations. Proto
ols 
an therefore be des
ribed as a set

of simple pro
edures (methods); these pro
edures 
an be invoked remotely, and pro
edure

bodies 
ontain the proto
ol logi
. Not having to write 
omplex 
ode for low-level tasks su
h

as request/response 
orrelation makes the resulting 
ode more readable and shorter. Looking

at a proto
ol layer as a 
lass 
ontaining methods makes understanding it mu
h easier. Thus,

an intera
tion between two peer proto
ols boils down to a remote method invo
ation.

As shown in Fig. 1, messages are passed between proto
ol layers in FIFO order to pre-

serve the ordering guarantees established by the di�erent layers. It is easy to see that the

non-determinism introdu
ed by 
on
urrent pro
essing of messages 
ould violate ordering

properties. Consider a layer that orders messages a

ording to sequen
e numbers and passes

them to the next layer in in
reasing order of sequen
e numbers: if the next layer did not

re
eive those messages in the order the previous layer established, but in any random order,

then the ordering properties of the previous layer are violated. This is the reason why FIFO

queues are used to pass messages between proto
ol layers, and only a single message at a

time is pro
essed by a layer (in ea
h dire
tion).

Using syn
hronous G-RMCs in the 
ontext of su
h an ordered FIFO pro
essing of messages

may 
ause a problem: sin
e the 
aller of a remote method is invoked itself, deadlo
k may

ensue as shown in the following example. Consider a possible proto
ol intera
tion performed

in a GMS layer when P wants to join a group (
onsisting of Q and R), as shown in Fig. 5

(simpli�ed proto
ol).

P Q R

(3)

(1)

(2)

HandleJoin()

ViewChange()

Figure 5: Client joining a group

To join the group, P invokes a remote uni
ast asyn
hronous HandleJoin in the 
oordinator

(Q). The method returns immediately be
ause it is non-blo
king, and P waits until it re-


eives a view 
hange in whi
h it is a member, meaning that P has been added to the group

su

essfully. Otherwise, P times out and retries its HandleJoin request until su

essful, or

until there are no more members in the existing group in whi
h 
ase it forms a singleton

group.

When a HandleJoin method is re
eived by the 
oordinator (1), it adds the new member to

its lo
al view and invokes a syn
hronous ViewChange method in all members (2). When the

ViewChange methods return (3) from all members, then the join has been su

essful.

In 
ontrast, 
hoosing to invoke the ViewChangemethod syn
hronously in all members leads to

disaster in our proto
ol sta
k, whi
h delivers the messages (hen
e the method invo
ations) in

FIFO order: when the HandleJoinmethod is invoked in the 
oordinator, and the 
oordinator

multi
asts a syn
hronous ViewChange method invo
ation to all members (in
luding itself !),

the 
oordinator is blo
ked waiting on the ViewChange method invo
ation to itself to return

(whi
h waits to be pro
essed). This is shown in Fig. 6.
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ViewChange ViewChange
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Up

Queue

}
CastView()

...
public boolean HandleJoin() {

}

public void ViewChange(View v) {

Figure 6: Request handler queue in a deadlo
k situation

Sin
e the GMS proto
ol is based on Rp
Proto
ol, there are two queues: one for storing

in
oming methods and one for sending outgoing methods. When a request (method invo
a-

tion) is re
eived it is added to the up queue. A request handler thread 
ontinually retrieves

methods from the up queue and invokes them syn
hronously, waiting for 
ompletion before

handling the next method.

In the example, the queues at the 
oordinator are shown. A 
lient sent an asyn
hronous

HandleJoin method whi
h, as it is now at the top of the queue, is removed from the queue

and pro
essed. The HandleJoin method at some point invokes a syn
hronous ViewChange

on all members. To do so, a message 
ontaining the ViewChange method 
all is put in the

down queue to be sent down the sta
k. Sin
e the view is sent to all members, it will also be

re
eived by the sender (that is the 
oordinator) itself : it is added to the up queue, waiting

for the request handler thread to remove and pro
ess it. However, the request handler is

still busy pro
essing HandleJoin, waiting for it to return

5

. HandleJoin in turn is waiting

for the ViewChange methods it sent to all members to return: only after all the ViewChange

methods have returned will HandleJoin return.

This is a deadlo
k situation, 
aused by the syn
hronous ViewChange method invo
ations.

The thi
k lines in the example show the re
ursion 
ausing the deadlo
k.

Note that this problem might not o

ur in multithreaded servers: sin
e the ViewChange

method would be exe
uted on a di�erent thread, HandleJoin would re
eive all responses and

therefore not blo
k. However, as our proto
ol sta
k has to observe ordering, we 
an only

allo
ate a single thread per request, ensuring FIFO order of request pro
essing.

As we 
an see, one has to be very 
areful when 
onstru
ting method 
all 
hains 
ontaining

syn
hronous method 
alls. A 
ertain degree of re
ursion is always involved in distributed

group 
ommuni
ation systems, as requests sent to the group will always also be re
eived by

the sender (unless lo
al delivery is turned o�).

Most deadlo
k problems o

ur when a message in the up queue blo
ks the request handler

thread from pro
essing other requests. The down queue is rarely a problem, be
ause requests

are just passed down the sta
k and then put on the network.

There are a number of work-arounds to the above problems. First, 
areful design of proto
ols


ould redu
e the number of syn
hronous method 
alls needed by simplifying the intera
tions

between peers. In the above example, the ViewChange method invo
ation 
ould be made

asyn
hronous, i.e. the CastView method would return immediately after sending out the

ViewChange method invo
ations, without waiting for responses. In this 
ase, no deadlo
k

would o

ur. However, sin
e the responses from the syn
hronous ViewChange RMC serve as


on�rmation that all members re
eived the view, we would have to 
ome up with a di�erent

way of ensuring that ea
h member re
eived the new view (e.g. an expli
it asyn
hronous

5

Note that although HandleJoin is invoked by the 
lient in a non-blo
king manner (i.e. the 
allee does

not have to return a result), the 
allee still has to pro
ess the request to 
ompletion before pro
essing the

next request.
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a
knowledgement from ea
h re
eiver). As 
an be seen, the proto
ol 
omplexity rises imme-

diately when not using a syn
hronous RMC.

A se
ond solution would be to have a separate thread invoke the ViewChange on the group:

CastView would spawn a new thread (or reuse a thread from a thread pool) to handle the

view installation and return after the thread has been 
reated.

A third solution to the above problem is to enable the RequestCorrelator to dete
t dead-

lo
ks, whi
h is des
ribed below.

5.1 Deadlo
k Resolution

The RequestCorrelator 
lass 
an be enabled to assign higher priority to 
ir
ular requests

that would 
ause deadlo
k, thus breaking potential deadlo
k situations of the kind dis
ussed

here. Cir
ular requests are 
hains of syn
hronous requests where a sender o

urs more than

on
e in the 
hain, e.g. a syn
hronous request sent from P to Q whi
h, upon re
eption, sends

a syn
hronous request to R, whi
h in turn sends a syn
hronous request to P would form the


all 
hain P ! Q ! R ! P. When P re
eives the request, it 
annot be pro
essed be
ause P

sent the request and is waiting for Q's response, whi
h is waiting for R's response, whi
h in

turn is waiting for P's response. The 
ir
ularity 
auses a deadlo
k. This is shown in Fig. 7

6

.

P Q R

m1 m2 m3

m4

Figure 7: Cir
ular deadlo
k situation

Upon the re
eption of another message m1, P sends m2 to Q, whi
h sends m3 to R, whi
h

sends m4 to P, 
ausing a deadlo
k. However, we 
an see that, if message m1 was preempted

by m4, that is if m1 was suspended temporarily and m4 was pro
essed instead, m4 would

return (shown by dotted lines), whi
h would 
ause m3, m2 and m1 to terminate su

essfully,

thus avoiding deadlo
k. There are two problems involved with this s
heme: �rst, we have to

dete
t when to prioritize a request and se
ond, we have to make sure that ordering guarantees

given by the sta
k are not violated by prioritizing in this manner.

5.1.1 Dete
ting Cir
ularity

The �rst problem is solved by tagging syn
hronous requests with their 
all 
hain (or 
all

sta
k): when a syn
hronous request is sent, the sender's address is pushed onto a 
all sta
k

in the header generated by the RequestCorrelator, and the header is added to the message.

In the example above, when m1 is re
eived by Q, the 
all 
hain would be P

7

. Q would then

add its own address to the 
all 
hain of m2, so that m2's 
all 
hain would be P ! Q and

so on. When P �nally re
eives m4, m4's 
all 
hain would be P ! Q ! R ! P. On every

re
eption of a syn
hronous request, the re
eiver 
he
ks whether its own address is already


ontained in the 
all 
hain. If this is the 
ase, the request is prioritized, that is, added to the

head of the request queue, otherwise it is just added to the tail. Thus, when P re
eives m4,

m1 will be suspended, m4 pro
essed and a response returned. Then the pro
essing of m1

will resume

8

. This s
heme allows one to dete
t dire
t or indire
t 
ir
ularity in syn
hronous

6

A similar (
ir
ular) deadlo
k situation is shown in Fig. 6.

7

For simpli
ity ex
luding the sender of the request that 
aused P to send m1.

8

This is done using a spe
ial s
heduler inside the RequestCorrelator, whi
h a

epts priority requests by

suspending the 
urrent request and pro
essing the priority request. Priority requests may preempt other

priority requests re
ursively, until the thread pool is exhausted.

14




all 
hains, and to avoid deadlo
k by sele
tive prioritization of requests

9

.

5.1.2 Preemption and Ordering Problems

Prioritization solves the 
ir
ular method 
all deadlo
k problem by preempting blo
king 
alls.

However, it also weakens FIFO pro
essing of 
alls be
ause, by moving a peempting 
all to

the top of the pro
essing queue, 
alls that are between the 
all to be preempted and the one

preempting it are 'passed', violating the order established by the lower layers. This is shown

in Fig. 8
.

Assume that m1 triggers syn
hronous RMC m3, but before m3 is re
eived, RMC m2 (sent

by another pro
ess) is re
eived. When m3 is re
eived, it will preempt m1, whi
h is 
orre
t,

but it will also preempt m2, whi
h is wrong, as m2 should be seen before m3. Therefore, we

should pass up all messages between a blo
ked and the 
orresponding unblo
king message.

More generally: when a message is re
eived that dete
ts a 
ir
ular 
all 
hain, all messages

10

between it and the message 
ausing the 
ir
ularity should be pro
essed before preemption

takes pla
e. In the above example, when m3 is re
eived, it is seen that it would prempt m1.

Therefore, m1 is preempted with m2 �rst, and then with m3.

There are two issues asso
iated with this s
heme: �rst, sin
e an unblo
king message is always

moved to the top of the sta
k, we have to 
onvin
e ourselves that blo
king messages are

always at the top of the sta
k (otherwise we would have to move the unblo
king message

dire
tly ahead of the blo
king message) and se
ond, we have to look at 
ases where the above

s
enario (other messages between blo
king and 
orresponding unblo
king messages) happens.

In the �rst 
ase, it is easy to see that only the message 
urrently pro
essed 
an trigger a

syn
hronous (potentially blo
king) RMC, so that message has to be on top of the queue.

Therefore any message that preempts another one 
an safely assume that the other message

is at the head of the queue, and preempt it by moving to the head of the queue.

The se
ond 
ase (as shown in Fig. 8
) 
an happen when (1) a syn
hronous RMC is sent to

the group, but before it is re
eived an RMC from a di�erent pro
ess is re
eived, or (2) the

sender sends one or more asyn
hronous RMCs before sending a syn
hronous RMC. In these


ases, all non-blo
ked RMCs between the unblo
king and the 
orresponding blo
ked RMC

have to be pro
essed before preemption, as shown in Fig. 8a.

m2

m3

m1

(d)

P Q R

m1

m2m3 m1

m2

m1

m2

m3

(a) (b) (c)

m3

m1

m2

(e)

Figure 8: Messages between the unblo
king and the blo
ked RMC

In this example, syn
hronous RMC m1 is re
eived by P whi
h 
auses syn
hronous RMC m3

to be broad
ast to the group. But at the same time, R broad
asts m2. Let's assume a total

ordering layer de
ides that m2 is to be delivered before m3 at all re
eivers. Fig. 8b shows P's

up-queue after having re
eived m1 and m2. The pro
essing of m1 triggers syn
hronous RMC

m3 whi
h is re
eived in 8
. When it is re
eived the 
ir
ularity 
he
k dete
ts that m3 has to

preempt m1 to avoid deadlo
k. However, m2 has to be pro
essed before this preemption 
an

take pla
e. Therefore, pro
essing of m1 is suspended and both m2 and m3 moved to the top

of the queue (as shown in 8d). When pro
essing of m2 is done, m3 will be pro
essed, whi
h

9

Note that only syn
hronous requests are tagged with 
all 
hains, asyn
hronous requests will never 
ause

the sorts of deadlo
ks des
ribed above, be
ause the 
aller does not wait for their 
ompletion.

10

Only messages that are not marked as blo
king are moved. A message is marked as blo
king when a


ir
ularity is dete
ted, e.g. in the example m1 is marked when m3 is re
eived during 
he
king the 
all 
hain.
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unblo
ks m1. When m3 terminates, m1 is pro
essed and terminates as well. This s
heme

ensures that the ordering properties of a sta
k, (in the above example, total ordering) are not

violated by message preemption. If in-between messages were not 
onsidered, then instead

of P, Q and R re
eiving m2 before m3, P would instead re
eive m2 after m3 as shown in Fig.

8e.

Taking in-between messages into a

ount is a non-trivial task and has not yet been imple-

mented in the 
urrent version of the toolkit. However, in-between messages are 
urrently not

a problem be
ause the use of G-RMC in our toolkit is restri
ted to one member per group

at a time (e.g. the 
oordinator in a group membership layer, whi
h is in the 
lient role,

whereas all others a
t in the server role), whi
h avoids ordering problems with RMCs sent

by other members. Current experien
e with syn
hronous G-RMCs indi
ates that 
omplex

syn
hronous proto
ol intera
tion is rather rare and most situations 
an be handled by our


urrent implementation.

The RequestCorrelator 
an be 
reated with or without deadlo
k dete
tion (default is with-

out). When deadlo
k dete
tion is o�, no 
all 
hains will be added to syn
hronous requests,

therefore neither pro
essing 
y
les nor memory is wasted. When it is on, only syn
hronous

requests will be tagged with 
all 
hains by the RequestCorrelator, and prioritization may

be used for requests 
ausing potential deadlo
ks.

6 Implementing a Group Membership Proto
ol using

Remote Method Calls

This se
tion will show how the proto
ol intera
tion presented in Fig. 6 is implemented in

the group membership (GMS) layer of JavaGroups. The intera
tion involves roles, whi
h

are de�ned as di�erent 
ode (implementation) a member runs, depending on its role. Roles

are 
lient (a pro
ess wishing to join a group, but not yet a member), 
oordinator (existing

member in 
harge of joining new members and sending view 
hanges to all members) and

parti
ipant (existing member, but not 
oordinator). When a pro
ess swit
hes its role, it will

also swit
h the 
ode needed to perform the role. The State pattern [GHJV95℄ is used to

represent roles. Depending on the 
urrent role, requests are delegated to di�erent obje
ts

whi
h all implement the same interfa
e, but provide di�erent implementations.

The proto
ol implementing GMS is derived from Rp
Proto
ol sin
e it needs to intera
t with

its 
orresponding peer proto
ols in all members. Sin
e the peer intera
tion shown in Fig. 6

would produ
e a deadlo
k, deadlo
k dete
tion is turned on when the proto
ol is 
reated.

When a 
lient wants to join a group, Channel.Conne
t() is 
alled, whi
h in turn generates

a CONNECT event to be sent down the proto
ol sta
k. The GMS layer 
at
hes and handles the

event by intera
ting with other GMS layers (spe
i�
ally the one that is 
urrently 
oordinator).

The 
ode below shows the 
ode for a 
lient that is exe
uted when a CONNECT event is re
eived

(no error handling is shown):

publi
 void Join(Obje
t mbr) {

Obje
t 
oord=null;

while(!joined) {

FindInitialMembers();

if(initial_mbrs.size() < 1) {

// Create singleton view, be
ome 
oordinator (first member)

break;

}


oord=FindCoord(initial_mbrs);

syn
hronized(view_installation_mutex) {

gms.CallRemoteMethod(
oord, "HandleJoin", mbr, GroupRequest.GET_NONE, 0);

view_installation_mutex.wait(gms.join_timeout); // wait for view
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if(joined) return; // --> su

ess

else 
ontinue; // --> failure, retry as long as there are members

}

}

}

The 
lient �rst obtains an initial list of group members (e.g. by broad
asting to a well-known

IP multi
ast address). Ea
h response 
ontains the address of the responder and the address

of (what the responder thinks is) the 
urrent 
oordinator. If no response is re
eived, then

a singleton group (
onsisting of only the joiner) will be 
reated and the role is swit
hed to


oordinator.

If there are other existing members in the group, the 
oordinator is determined and sent

a uni
ast, asyn
hronous HandleJoin method. This is done by 
alling CallRemoteMethod

(inherited from Rp
Proto
ol) with the 
oordinator as target address. The other arguments

are the name of the method to be invoked ("HandleJoin"), the address of the joining member

(mbr), the mode indi
ation (GET NONE! asyn
hronous) and a timeout (0! wait inde�nitely).

The 
aller waits for join timeout millise
onds or until the view installation mutex is

noti�ed, whi
hever 
omes �rst. The latter will be noti�ed when a view is re
eived of whi
h

the 
aller is a member (see ViewChange below). If the view is re
eived, the join was su

essful

and the 
lient 
ode returns, otherwise it 
ontinues looping.

The HandleJoinmethod of the 
oordinator is shown below (simpli�ed, no FLUSH pro
essing

shown):

publi
 syn
hronized boolean HandleJoin(Address mbr) {

View v;

ViewId tmp_id;

gms.members.addElement(mbr);

v=gms.GetNextView(gms.members, null); // 
ompute new view

tmp_id=v.getVid();

CallRemoteMethods(v.GetMembers(), "ViewChange",

tmp_id, v.GetMembers(), GroupRequest.GET_ALL, 0);

return true;

}

First, the new member is added to the lo
al view. Then a new view id (address of view

issuer plus logi
al time) is 
omputed and sent to all members (in
luding the 
oordinator), by

invoking remote method ViewChange in all members. This is done using CallRemoteMethods,

with the group membership as target destinations and the new view as argument.

It is important to note { that without deadlo
k dete
tion { the ViewChange RMC would

hang sin
e the 
oordinator's ViewChange method 
annot be 
alled as it is still pro
essing

HandleJoin. This 
ir
ular deadlo
k was shown in Fig. 6. However, using the simple deadlo
k

resolution presented earlier, ViewChange preempts HandleJoin and thus progress is made.

When the 
oordinator re
eives its own multi
ast group method 
all, its ViewChange method

will install the new view (same as for parti
ipants).

The joining 
lient, however, behaves di�erently on re
eiving its initial view:

publi
 void ViewChange(ViewId new_view, Ve
tor mems) {

if(gms.lo
al_addr != null && mems != null && mems.
ontains(gms.lo
al_addr)) {

syn
hronized(view_installation_mutex) { // wait until JOIN is sent (above)

joined=true;

view_installation_mutex.notify();

}

gms.InstallView(new_view, mems);

gms.SetImpl(Rp
Parti
ipantGmsImpl.CreateInstan
e(gms)); // be
ome parti
ipant

}

}
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If the new view in
ludes the joiner, then joined (an instan
e variable) is set to true and the

view installation mutex is noti�ed, 
ausing the 
lient's Joinmethod to return su

essfully.

Then the new view is installed and the role 
hanged to the one of a parti
ipant.

7 Con
lusion

Dynami
 remote method 
alls have a number of bene�ts for proto
ol development: they

allow us to stru
ture peer proto
ol intera
tion similar to intera
tion between 
lasses in

obje
t-oriented programming. A set of publi
 methods de�nes the interfa
e provided by

a peer layer (server role) and a peer may itself at any time 
all methods of (one or more)

remote peers (
lient role). Moving from Proto
ol whi
h provides asyn
hronous messag-

ing to MessageProto
ol o�ering syn
hronous message sending/response re
eption on to

Rp
Proto
olwhi
h enhan
es the previous with remote method invo
ation, means de
reasing

the 
ode size of a proto
ol layer and in
reasing the abstra
tion level. Along with redu
ed


ode size 
ome better understanding of a proto
ol, better reasoning about its 
orre
tness and

improved maintainability.

The high abstra
tion level of RMCs is bene�
ial for proto
ol development, however, in some


ases syn
hronous exe
ution is prevented by ordering properties enfor
ed by a group 
om-

muni
ation proto
ol sta
k. With the ex
eption of very simple peer intera
tion s
hemes,

syn
hronous RMCs have a high probability of running into deadlo
ks due to the re
ursion

inherent in group 
ommuni
ation. To eliminate this problem, we presented a simple dead-

lo
k dete
tion me
hanism that tags syn
hronous RMCs and preempts 
urrently pro
essed

method invo
ations if needed to avoid deadlo
ks 
aused by 
ir
ular 
all 
hains. The 
aveat,

however, is that this me
hanism 
annot dete
t all kinds of deadlo
ks. For example, similar

to lo
al 
on
urrent programming, it is possible that two pro
esses are 
ompeting for the

same resour
e (prote
ted by a lo
k): preempting one of the two will not help eliminate the

problem. For a further dis
ussion of deadlo
k situations see [Lea96℄.

An additional but important issue is that the solution presented 
an only be used when the

asso
iated re-ordering of events will not violate assumptions built into the proto
ol sta
k.

Here, we illustrated the idea; in general it would be ne
essary to undertake a 
areful analysis

and proof on a 
ase-by-
ase basis before using this approa
h. Nonetheless, we believe it to

be powerful and broadly appli
able in proto
ols of the sort 
onsidered in our work.
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